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• Generation of Core Research manpower 
• Formal, Non Formal Courses

• Faculty Training

• Short term/Specialized courses for Professionals

• Training for Government Personnel

• Awareness Campaign
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Area Category No’s Description

Academic ISRDCs 4 IISc. Bangalore, IIT – Bombay, Madras, Guwahati

RCs 7 IIT-Roorkee, Kharagpur ; NIT-Jaipur, Surathkal,
Rourkela, Surat, Warangal

PIs

Category I 23 10 NITs, 5 IIITs, 2 CoE, etc.

Category II 13 13 CDAC & NIELIT Centres

Category III 
(Special Category)

5 5 State Technical Universities -Gujarat, West Bengal,
Tamil Nadu, Madhya Pradesh and Telangana

Total 52

Area Category No’s Description

GOT Implementing 
Agencies

16 12 CDAC & NIELIT Centres, ERNET, NIC, CERT-In, STQC

Implementation Structure

Area Category No’s Description

Awareness -- 1 CDAC Hyderabad (through RCs, PIs, etc.)
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Delivery Mechanism
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Nature of crime

1.Fake online sites on the pretext of supplying food, medicine, oxygen & 

other essentials

2.Luring people into online transactions &hacking accounts

3.Creating fake social media accounts of influential officers, deceiving 

public using their names

4.Filming & circulating pornographic material online/blackmailing by 

threatening to share images of intimate moments
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Source :  https://threatmap.checkpoint.com
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Technical Social Engineering 
• Phishing 
• Vishing 
• Spam mails
• Popup window
• Interesting  Software

Non-Technical 
• Impersonation / Pretexting  ( retrieving the  information via influencing)  
• Dumpster Driving 
• Spaying 
• Acting as Technical expert 

Types of Social Engineering 



Toll Free No. 1800 425 6235



Toll Free No. 1800 425 6235

• Any act that influences a person to take actions that or may not be in their best interest.

How it happens: 

Fraudsters are able to trick people by playing on their emotions and getting people to act before they think, 

something people often do in an emotional state. 

Example:

• Desire to please: Pretending to be your boss or other authority figure and telling you to do something that is 

critical, right away. 

• Trust: Pretending to be a close friend or relative.

• Fear of scarcity: Saying offers are limited and/or will end soon.

• Threats to wellbeing: Pretending that access to critical resources such as your bank account , Card number, 

OTP etc

• Greed/Entitlement: Saying you won something or you are getting a free gift.

Social Engineering

Social engineering is information security’s weakest link



Toll Free No. 1800 425 6235

Social Engineering attacks

Phishing: Phishing uses emails that appear to come from legitimate sources to trick people into

providing their information or clicking on malicious links and put end users into one of the emotional

states that causes them to act without thinking.

Vishing: Attackers use phone calls to trick victims into handling over data. They may pose as bank

managers or other trusted entities to supply your credentials and other important data.

Smishing: Uses SMS text messaging to get you to divulge information or click on a malicious link.

Spear Phishing: Similar to phishing but the attacker customizes the email specifically for an

individual to make the phish seem more real. They often target key employees with access to critical
and/or confidential data
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Quid Pro Quo: Pretends to be a service provider who keeps calling people until they find someone who 

actually requested or needs the service. 

Baiting: Attackers setup traps such as USB drives , Malicious links, free download offers  to entice users

Whaling : Attackers target  high ranking employees to gain access to high value data . Government 

agencies are frequently targeted 

AI Powered Malware : AI can be used to bypass  antimalware solutions and in some cases and even 

impersonate senior members  of staff 
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Phishing
• E-mail sent by online criminals to trick you into 

going to fake Web sites and revealing personal 
information

• In other words It is the criminally attempting to 
acquire sensitive information such as 

• usernames

• passwords 

• credit card details

08-09-2021 www.infosecawareness.in 15
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Example of Phishing e-Mail

08-09-2021 www.infosecawareness.in 16
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Another example of 
Phishing website for 
banking
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Is this SBI Login Page? 
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1. Login page would 
never ask profile 
password 

2. Email password is 
never asked by bank or 
any other websites
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How to recognize??

08-09-2021 www.infosecawareness.in 26
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• Phishing attacks remain an effective method of stealing credentials and identities, 

distributing malware, eliciting fraudulent payments etc.

• Research shows that a new phishing site is launched every 20 seconds

• 87% of successful mobile phishing attacks take place outside of e-Mail

• ●60% of mobile phishing attacks occur over HTTPS
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Whats this ?

Have you seen this 
page anytime ?
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How to be Safe – Always look for

08-09-2021 www.infosecawareness.in 31

HTTPS

Padlock 
Symbol

Digital 
Certificate
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Tips to avoid Phishing

• Never click on any link in emails, sms, whatsapp messages etc.,

• Never access important websites from search engines

• Type the website address in browser manually or copy paste the link if its correct website address 

• Always check the link before clicking. Hover over it to preview the URL, and look carefully for misspelling or 
other irregularities.

 Enter your username and password only over a secure connection. Look for the “https” prefix before the site 

URL, indicating the connection to the site is secure.

 Be cautious about opening any attachments or downloading files you receive regardless of who sent them.

 Look for the sender email ID before you enter/give away any personal information.

 Use antivirus, antispyware and firewall software (update them regularly too).

 Always update your web browser and enable phishing filter.

 If you receive any suspicious e-mail do call a company to confirm if it is legitimate or not.

 Do use a separate email accounts for things like shopping online, personal etc.
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Vishing & Smishing
Vishing - Phone calls made by fraudsters to steal your personal information and 

sensitive information

- they communicate 

• as bank officer

• referring your shopping

OR

you may land up callin phishing number 

through search engines
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Vishing & Smishing
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Check on Reviews ...
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Phishing with Unicode Domains

https://www.apple.com/

https://www.аpple.com/
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Another Example for smishing



Toll Free No. 1800 425 6235
08-09-2021 www.infosecawareness.in 40



Toll Free No. 1800 425 6235

Tips to avoid Vishing & Smishing

• Never reveal any information over phone calls

• Call the original company like bank, shopping toll free and enquire 

about the call received

• Avoid picking calls from unknown numbers 

• Never respond to sms recevied from unknowns

• Avoid clicking links received on sms



KYC Frauds 
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Personal threats to personal online safety
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Follow us
www.infosecawareness.in

https://www.facebook.com/infosecawareness

TOLL FREE No. 1800 425 6235

https://www.youtube.com/channel/UCWPBKQryyV
vydUy4rYsbBfA

https://plus.google.com/u/0/10693786986013
9709031/posts

isea@cdac.inEmail id:

ISEA WhatsApp Number :   94907 71800 


